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Cyber attacks are evolving, becoming more sophisticated,
and happening more frequently, so it’s more important
than ever to enhance your cyber security to protect your
organisation’s infrastructure, data, and users.
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In today's modern world, almost all organisations, and
individuals are exposed to cybercrime in one form or another.

Every morning, sometimes before leaving our beds, we
connect to our business emails or networks from our devices. 

As more and more of our lives move online and we become
reliant on technology, the risks we are exposed to increase. 

The following report reviews the cyber security landscape,
focusing on the nature and significance of the threats that
businesses and what others are doing to stay secure.
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Holding personal information about customers electronically
Owning network-connected devices 
Operating from an online bank account 
Allowing customers to order, book or pay online 

Almost all organisations have some form of digital exposure, for
example:

Cyber attacks are evolving, becoming more sophisticated, and
happening more frequently. From targeted industrial espionage or
phishing to ransomware or viruses, cyber-attacks are very real and
can cause severe damage to a business. And as a result, they are
exposed to cyber criminals. 

In an ideal world, businesses regularly review and enhance cyber
security to protect their organisation’s infrastructure, data, and
users. However, this often is not the case.

The following report provides an overview of the current
cybersecurity landscape and how different cybersecurity strategies
impact a business, providing hints and tips for businesses along the
way. 

What is cyber
security?  

Cyber security is the
steps taken by a
business or individual
to protect critical
systems and
sensitive information
from digital attacks.
These measures are
designed to combat
threats from inside
and outside an
organisation.

Understanding the cyber security
landscape... 

Overview
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Finance and insurance 
Health and social care 
Information and
communications

According to government
research, eight in ten businesses
report that cyber security is a high
priority for their senior
management. 

It is more common for large
(92%) and medium (95%)
businesses to say that cyber
security is a high priority.

Unsurprisingly, the sectors that
attach the highest priority to
cyber security are: 

This is because the nature of the
business and their work means
that they are more likely to hold
and process their customer’s
personal data. 

Despite COVID-19 stretching
many organisation’s to their
limits, cyber security remains a
priority for most management
teams.
 
78% of respondents feel that
their businesses could do more to
improve their cyber security, yet
less than 30% of organisations
cover cyber security in their
business continuity plan. 

Four out of five senior
managers (82 percent)
businesses now see cyber
security as a ‘very high’ or
‘fairly high priority,’ with
54% admitting that their IT
departments are not
sophisticated enough to
handle advanced cyber-
attacks. 

At a minimum, businesses
should adopt the cyber
essentials scheme to protect
their business.

By conducting a cyber
security audit, companies
can identify and plug any
gaps within the industry.

Only 2% of respondents who
outsource their IT to an
external provider reported
being a victim of a cyber-
attack, whereas 72% of
businesses who rely on
internal staff who are not IT
specialists have reported
that they have been a victim
of a cyber-attack. 

53%

UNDERSTANDING
Having confidence in your teams ability 

of respondents
have a clear
understanding of
cyber security,
65% of which
work for a
medium-large
organisation. 

When asked, 95% of those
working within a medium-large
organisation felt confident that
they could spot a cyber
security issue. Of those, 89%
knew how to report the
incident to their IT department
safely. 

In comparison, only 45% of
those working within micro or
small organisations have a
strong understanding of cyber
security - 75% of which do not
have confidence in their team’s
cyber capabilities. 
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Moving with the times 
As the UK emerges from the COVID-19 pandemic,
organisations should also consider the steps required to
minimise risks in a hybrid working environment (i.e.,
where staff regularly work in offices and at home). 

According to research, a quarter of businesses and charities have
cyber security policies that cover home working. 

Unmanaged mobile devices, insecure home wifi, and networks
increase the likelihood of a cybercriminal successfully infiltrating an
IT system. Find out how to tighten your security when working from
home in our hybrid working guide. 

Incorporating additional layers of protection will help protect your
business. This includes: 

Multi-factor authentication is the
perfect solution to helping protect
your business from cyber attacks as
it adds an additional layer of
security, making it harder for
hackers to get through. Also having a
password policy system that uses
simple tricks such as using
passphrases over passwords is an
easy way to enhance the protection
of your team's accounts.

Businesses can use a VPN so that
their employees can safely get
remote access to internal
documents or data, or to create a
focal point that can be shared
between different office locations.

One of the easiest options to
include in your hybrid working
strategy is remote access tools.
Although it’s easy to install, it’s
worth noting that it also poses one
of the highest security risks. A lack
of physical control may expose
your business to eavesdropping -
where information travels over the
public internet.

Use a VPN to protect 
your network

Multi-factor
authentication 

Carry out regular 
software updates

Risk assessments are necessary for
identifying potential threats and
weaknesses. This can allow you to
prioritise high risk areas and put
strategies in place to combat and
mitigate the risk of a cyber or
phishing attack.

Conduct regular risk
assessments

18 % of respondents
don't know how to
safely access the

internet when working
from home.

49% of employees split
their time between

working at home and in
the office.

 72% of businesses do not
have policies in place to
support home working. 

37% of respondents use
personal devices for

work. 

https://www.ithotdesk.com/business-insights/how-to-achieve-business-success-through-hybrid-working
https://www.ithotdesk.com/business-insights/how-to-achieve-business-success-through-hybrid-working


The upsurge in remote working has caused existing security threats to be amplified.
In the office, employees are typically working behind layers of security controls.
However, unique cyber security challenges arise when employees leave the office
and work from new locations.

Unmanaged mobile devices and insecure home wifis and networks increase the likelihood of a cybercriminal
successfully infiltrating an IT system. There are a few steps that can be taken to improve your business security: 
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Implementing stricter
security controls

1. Install updates  
Ensure that all devices have the latest firmware
installed and are regularly updated. 

2. Encrypt your home Wi-Fi 
Encryption scrambles the information sent through
your network, making it harder for others to see
what you’re doing or recording your personal
information.  

3. Change your router’s preset passwords 
Some routers come with preset passwords out of
the box, which may seem handy, but hackers can
easily find them, so it’s essential to change them to
something more complex. There are two passwords
on your router, the Wi-Fi network password and the
router admin password, so make sure you update
both of us. 

Having a separate login means fewer people
have your primary Wi-Fi network password.
If a guest (unknowingly) has malware on their
phone or tablet, it won’t get onto your primary
network and your devices.
 

4. Turn off remote management 
WPS lets you push a button on the router to
connect a device to the internet instead of
entering the network password. UPnP allows your
devices to find each other on the network. These
features may make adding devices to your
network or letting guests use your Wi-Fi easier,
but they can make your network less secure.

5. Set up a guest network 
Many routers let you set up a guest network with
a different name and password. It’s a good
security move for two reasons:

Unsure about your anywhere working strategy? Download our  Guide to Hybrid Working.
 
 

https://www.ithotdesk.com/business-insights/how-to-achieve-business-success-through-hybrid-working


UNDERSTANDING THE IMPACT
Being a victim of a cyber attack can cause long-term damage to your business. In the short term,
you can experience downtime, lost data, and be held ransom by your attackers. But the effects of
being attacked can carry on long after the attack has been dealt with.
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The reputational damage of a data breach is far more significant than any financial implications. When a business is
attacked, it is usually due to one of two reasons: to hold files at ransom for a monetary value or to steal a business’s
data. Most people dread the first reason, but the latter will likely cost you more in the long run.

When hacked, the cybercriminal has access to your systems and can impersonate you or a member of your team,
contacting staff, customers, and suppliers.

212 DAYS
The average time to identify a breach in

2021 was 212 days. During this time,
hackers could access private and

confidential information - including your
employee and customer's details. 

£19,400
Organisations reporting a material

outcome, such as loss of money or data,
give an average estimated cost of all
cyber attacks in the last 12 months of

£19,400. 

99%
99% of the installed network security

systems can’t stop a well-crafted spear
phishing email

There are 4,500 successful cyber-attacks
on UK SME's daily 4,500
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The final line of defence 

Creating a human firewall
A human firewall is when employees support your security
strategy by actively looking for and reporting suspicious activity
online and through emails. The more employees you have on
board, the higher the level of detection and the stronger your
human firewall will become.

95% 
Of cybersecurity
breaches are caused
by human error. 

When asked, 25% of respondents reported that they do not know what
to do if they experience an attack or notice a potential breach, 75% of
which are part of a small or micro organisation. 

100% of these respondents admitted that they do not know their
companies cyber security policy well, and only 25% have received
security awareness training in the last 12 months. 

Respondents working for medium or large organisations were more
confident in their cyber-security policy. 89% of these companies
outsourced their cyber security work to an external IT company or hired
an IT specialist to work in-house. 

Security Awareness Training 

Reacting to the increased threats to their organisation, business owners
and senior managers are investing in security awareness training for
their staff. 

Security Awareness Training is one of the best ways to create and
strengthen your company’s firewall as it educates employees, providing
protection for themselves and your business assets from cyber threats. 

It is all about ensuring employees are aware of current cyber threats
and the different forms that they come in.

1 out of 4 respondents
have received SAT in the
last 12 months.   

Looking to find
out how you can
improve your
security? Arrange
a free cyber
security strategy
audit with one of
our experts. 

https://calendly.com/gchristie/csds?back=1&month=2022-11
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